GIRL GUARD
COMMUNITY HEALTH AND SAFETY
Cyber Safety
NOTE: This can be a DYO/On Our Own activity or can be used to supplement the Community Health and Safety Activity for Girl Guards and Rangers
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Technology has opened a whole world of possibilities for exploring, sharing and connecting.  This activity will help you think safely when using the internet, cell phones, social media and texting.

Things to Know and Do 

To earn this emblem, complete the starred (() tasks, plus THREE others of your choice.

(1. 
Test your knowledge of Social Networking Safety  

Do you have a Facebook or MySpace account? Do you chat, tweet, text or digg?  If so, you are already an expert about cyberspace safety, right? Or are you? Take our Cyberspace Safety Quiz to find out.  
	True
	False
	Question

	
	
	I use the privacy settings on my computer so only my friends can see what I post.  Nothing can get out to other people.

	
	
	Most teens think it is safer to use Facebook than MySpace.


	
	
	If I decide to quit my profile, I can take it down so it is no longer available.

	
	
	If I apply for college or a job, they may look at my profile.


	
	
	When I am at a friend’s house, I should go by the rules their parents have for using the internet.

	
	
	I am online and get a message from my internet provider saying they need my password to fix a problem with my account.  It is okay to give it to them.

	
	
	I get a text message saying I have won a contest with a great prize. It is okay to give them my name and address so they can send my prize.

	
	
	Someone I met online wants me to send them a digital photo of myself.  It is okay to send it since we have been chatting for a month.

	
	
	A friend on Facebook saw something I posted about a big game next Friday.  It is okay to tell them the name of our team.

	
	
	Teens that text or post photos with sexual implications can be arrested for distributing child pornography. 

	
	
	My best friend doesn’t have an email address.  It is okay to share my account and password whenever we are at my house.


How did you do?  Check out the correct answers with your leader and talk to your parents about a plan for keeping your family safe.
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(2.
Find out about safety options offered by major cell phone companies in your area  

When buying a new cell phone, most people are looking for options that allow lots of calls and texts.  Phone companies offer many different safety features on the calling plans as well. Interview sales people for the cell phone companies in your area about safety features for their calling plans.
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Things to Ask:

· Which filters and controls are available?

· Are there extra charges for the filters or controls?

· Will the sales person help you turn on or set up the controls?
Based on what you learn, which company offers the best safety options?
	Carrier
	Parental Controls
	Content Filter/Cost
	Internet Blocker
	Purchase Blocker
	Text Blocker

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


(3. 
Safety Sense for Cyberspace  

In what ways do cell phones help you to be safer?  In what ways are cell phones dangerous?  As a troop, study and/or debate the pros and cons of cell phone safety.

(4.
I Spy
No one wants a stranger listening in on their phone conversations or reading their texts and e-mail. Know your privacy rights. Find out about privacy notices and settings and make sure you are using them.

(5.
Twenty Questions  
How embarrassing would it be to forget the password you set-up for an e-mail address or website! Most people use passwords that are things that will be easy for them to remember – things like their name, birthday, favorite pet or sports team.  The problem with that is it makes it easy for someone else to figure out your passwords.
Play a game of Twenty Questions with a friend or family member to see if you can guess their password.  How easy or hard was it to figure out? Make sure that you are using passwords that would be difficult for even your best friend to guess. Do you need to make some changes?
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6. 
Take the Pledge  

Discuss and sign the Cyberspace Safety Pledge.  Your leader can give you a copy.     
7.
Take the Lead

Now that you know, plan a program about internet safety for the Sunbeams or Explorers in your corps.  Some topics you could include:  Cyber bullies; Privacy; Cell Phone Safety; Netiquette.

8.
Show the World You Know Your Stuff
Get involved in your community to help make others aware of Cyberspace safety.  Do one of the following:

· Ask your school board to have an assembly on the topic. 
· Start a poster campaign in your neighborhood or school to make others aware of the problem.
· Use Cyberspace to get the word out.  Blog or post something on your profile about internet safety.

9.
Talk it Over

Discuss the pamphlet Sex and Cell Phones with your parents.  Together, come up with a “Safe Use Agreement.” There is one you can use in the pamphlet, or work with your parents to come up with one for your family.  Sign the agreement and show a copy to your troop leader.  
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Cyberspace Safety Pledge

· I will never give out personal information such as my address, telephone number(s), or information about my parent's/guardians' work address and telephone number(s), or the name and location of my school, including clubs or sports teams without permission from my parent or guardian.

· I will tell an adult right away if I receive any text, email or photos which frighten me or make me feel uncomfortable.

· I will always follow the rules set by any internet sites I visit, including rules about how old you need to be, parental approval and knowledge, and public laws.

· I will never agree to a meeting with someone I "met" online without first checking with my parents or guardians.  If my parents or guardians agree to a meeting, I will make sure it is in a public place and I bring along a parent or guardian.

· I will never send my picture on my cell phone or post it on the internet without first checking with my parent or guardian to make sure it is okay.

· I will talk to my parent or guardian so we can set up rules for going online and texting.  We will decide together when I may text, how often and who I can send texts to.  We will decide together the time of day that I can be online, the length of time that I can spend online and appropriate areas for me to visit.  I will respect my parents or guardians by following their rules.

· I will practice online "netiquette" (good manners) at all times when online. 

(
I won't spam others or pass along spam I receive. 
(
I will not bully, nor will I tolerate bullying (and I will always tell a trusted adult if this is a problem going on with my or my friends.) 
(
I won't use bad language.

Signed:
Name ___________________________________________ Date _____________ 


Parent or Guardian ________________________________ Date ______________
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LEADERS’ RESOURCES

(1. 
Test your knowledge of Social Networking Safety 

	True
	False
	Question

	
	   X
	I use the privacy settings on my computer so only my friends can see what I post.  Nothing can get out to other people.

	  X
	 
	Most teens think it is safer to use Facebook than MySpace.



	
	   X
	If I decide to quit my profile, I can take it down so it is no longer available.

	  X
	
	If I apply for college or a job, they may look at my profile.



	  X
	
	When I am at a friend’s house, I should go by the rules their parents have for using the internet.

	
	  X
	I am online and get a message from my internet provider saying they need my password to fix a problem with my account.  It is okay to give it to them.

	
	  X
	I get a text message saying I have won a contest with a great prize. It is okay to give them my name and address so they can send my prize.

	
	  X
	Someone I met online wants me to send them a digital photo of myself.  It is okay to send it since we have been chatting for a month.

	
	  X
	A friend on Facebook saw something I posted about a big game next Friday.  It is okay to tell them the name of our team.

	  X
	
	Teens that text or post photos with sexual implications can be arrested for distributing child pornography. 

	
	  X
	My best friend doesn’t have an email address.  It is okay to share my account and password whenever we are at my house.


(2.
Find out about safety options offered by major cell phone companies in your area 

Contact a local phone carrier to arrange a time to visit or invite one a representative to speak to the troop
6. 
Take the Pledge  

Make copies of the pledge to distribute to troop members.  

7.
Take the Lead

Arrange a time to talk to Sunbeams and Explorers about internet safety.  Some topics you could include:  Cyber bullies; Privacy; Cell Phone Safety; Netiquette.
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9.
Talk it Over

Contact your divisional youth department to request copies of the pamphlet Sex and Cell Phones.   
Arrange a family night where teens and parents get together to come up with a “Safe Use Agreement.” (There is one you can use in the pamphlet, or kids can work with their parents to come up with one.    

Devotional
Face the Book
Scripture:  James 1:22-27 (The Message)

For many today, cyberspace is the preferred why to communicate.  We have hundreds or thousands of on-line friends we keep up with but never speak to.  We have virtual friends, play virtual reality games and spend hours on Facebook, texting or chatting on-line.  We are so used to this method of communication that listening is becoming a lost art.  
Gone are the days when we spent hours in conversation.  Now we settle for “LOL” or “ROFL” instead of actually laughing together.  We send the virtual greeting “sup” rather than calling a friend to inquire how their day went and then listening as she shares.

Makes you wonder about our communication with God.  Can you text in your prayers?  Hummm.  Actually, there is probably some application for that.  But, what would you do if you got a mysterious text back?  Would you glance at the text and then go on with your life without giving it much more thought?  That is exactly how we treat the Bible.
We need to really FACE the BOOK.  
“Don't fool yourself into thinking that you are a listener when you are anything but, letting the Word go in one ear and out the other. Act on what you hear! Those who hear and don't act are like those who glance in the mirror, walk away, and two minutes later have no idea who they are, what they look like. 
Real religion, the kind that passes muster before God the Father, is this: Reach out to the homeless and loveless in their plight, and guard against corruption from the godless world.”

These verses tell us we need to spend time listening, really listening to God, and then not just hearing the Word … but putting it into practice.  We can measure the effectiveness of our Bible study time by the effect it has on our behavior and attitudes.  Do we put into action what we have studied? OUCH!!!
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We face the Book when we put it into action. We face the Book when we love and serve those less fortunate.  We face the Book when we are good neighbors.  We face the Book when we live differently than the godless world.  We face the Book when we live it out in our ordinary day-to-day lives.
Prayer

Heavenly Father, as I read and study Your Word, speak to me by Your Spirit. Show me where I need to change and help me to face the Book so that I can live the way You want me to live. Empower me by Your Spirit to put it into practice, step by step, so that others may see You reflected in me.
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